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standard/element.”
6
  subsequently changed the BAT element from a mandatory requirement 

to a performance-plan element on the ITMD special agent vacancy announcement,  

.  

 

On , the complainant contacted  and questioned the BAT testing 

requirement. The complainant stated that  did not believe that  had the authority to require 

agents to complete this test as a condition of their continued employment with OSY. On 

,  notified the complainant that the BAT requirement should not have 

been included in the vacancy announcement, but that  may make it an element of the 

complainant’s performance plan.
7
  

 

Following  introductory training in Washington, D.C., the complainant moved to  

permanent duty station in   .
8
 Before relocating to , the 

complainant notified  that  witnessed a  ITMD agent make inappropriate sexual 

comments in front of and about a  intelligence officer during their training.
9
 Upon 

receiving this information from the complainant,  stated that  immediately contacted the 

 intelligence officer about the alleged sexual harassment.
10

 In response,  told  that 

 denied the allegations and stated that it was not harassment. The  intelligence officer 

confirmed that  approached  about this issue and that  denied the allegations.  

 

In , the complainant raised concerns to  about the manner in which 

 had directed  and another agent to conduct computer searches on background checks.
11

 

Specifically,  had instructed the complainant and  colleague to conduct background checks 

through open source internet search engines on DOC computers. The complainant told 

 that  was uncomfortable conducting these searches because they were traceable and 

could lead to counter-detection. In response,  discussed the risks of computer searches 

with the complainant and met with both agents to train them on how to mitigate risks while 

conducting the searches.  stated that  also discussed the risks of conducting 

computer searches with  
12

 Though  remembered that the security of computer 

                                                 
6 Id. 
7 Id. at 9. 
8 CMS entry No. 12 at 1, 4. 
9 Id. at 6. 
10 CMS entry No. 21 at 5. 
11 CMS entry No. 23 at 4. 
12 Id. 
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detail.
22

  also discussed the complainant’s transfer request with  in the DOC 

Human Resources Office in either  or .
23

  

 

On , USMS notified  that ITMD’s application for the complainant’s 

deputation was approved.
24

  responded on , and requested to delay the 

swearing-in ceremony for the complainant’s deputation until  returned from . 

On , USMS informed  that a ceremony was scheduled for  and asked 

 if the complainant could attend.  acknowledged this email on  and forwarded it 

to 
25

   

 

The complainant returned from  around . In  and 

,  became aware of various issues concerning the complainant’s conduct. 

Specifically,  learned that the complainant failed to report that  went on foreign 

travel during  leave.
26

 In addition, the complainant used an unauthorized thumb drive on  

government computer and failed to protect the combinations of classified spaces and 

containers.
27

 On , the complainant informed  that  had used LInX, a 

law enforcement database administered by NCIS that was not authorized for DOC use, to 

conduct searches, and that  access to this database had carried over from  previous position 

at .
28

 Following this conversation with the complainant,  contacted the LInX 

program manager at NCIS to report the complainant’s unauthorized access. During  

conversation with the program manager,  learned that the complainant had not brought 

 LInX account over from  as  had claimed; rather, the complainant had gained access 

to the account through the assistance of one of the complainant’s former coworkers, who was 

also the LInX account manager at 
29

  spoke with the  agent who created the 

complainant’s account, and the agent stated that the complainant told  that  had  

 permission to access the LInX account.  inquired into the searches that the 

complainant made through  LInX account and discovered that the complainant had not run 

                                                 
22 Id. at 4. 
23 Id. 
24 CMS entry No. 14 at 39. 
25 Id. at 42.The record is unclear as to what happened with the complainant’s deputation swearing-in ceremony. The 

swearing-in was scheduled for the same day that  initiated an administrative inquiry into the 

complainant’s misconduct issues. 
26 CMS entry No. 23 at 11.. 
27 CMS entry No. 14 at 85. 
28 CMS entry No. 23 at 6, 9; CMS entry No. 14 at 86. 
29 CMS entry No. 23 at 10. 
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retaliatory motive; and (3) the evidence that similarly situated non-whistleblowers were treated 

similarly.
39

 

2. Analysis 

The OIG found that, although the complainant has established a prima facie case of retaliation, 

the agency has demonstrated by clear and convincing evidence that it would have taken the same 

personnel action in the absence of the complainant’s disclosures.
 40

    

 

The complainant has not established that either  or  were aware of the 

complainant’s disclosures to OHRM in ; however, the complainant’s other 

disclosures between  and  appear to satisfy the “knowledge/timing” 

test.  In this regard,  confirmed that  recalled the complainant’s reports to  about 

harassment in  and the complainant’s emails to  in  and 

.  Although  did not recall the complainant’s disclosures about the security of 

ITMD’s security searches,  confirmed that the complainant raised these concerns with 

 in   Therefore,  and  were both aware of various 

disclosures that the complainant made in the months prior to the alleged retaliatory actions that 

occurred in .  Seven months lapsed between the time the complainant made  first 

disclosure to OHRM and  decision to initiate an internal investigation in  

that resulted in the alleged retaliatory actions.  As the evidence indicates that  and  

were aware of at least some of the disclosures the complainant made in this seven-month period, 

the complainant has established that the personnel actions occurred within a period of time such 

that a reasonable person could conclude that the disclosure or protected activity was a 

contributing factor in the personnel action.
41

  As such, the complainant has established a prima 

facie case of retaliation under the provisions of the Act. 

                                                 
39 Carr v. Social Sec. Admin., 185 F.3d 1318, 1323 (Fed. Cir. 1999). 
40 As a threshold matter, the OIG questions whether the complainant’s communications with OHRM rose to the 

level of a protected disclosure. Section 2302(a)(2)(D) of the Act defines a protected disclosure as information that 

the employee reasonably believes evidences any violation of any law, rule, or regulation; gross mismanagement; a 

gross waste of funds; an abuse of authority; or a substantial and specific danger to public health or safety. Here, 

although the evidence indicates that the complainant disagreed with  decision about the BAT requirement in 

 communications with OHRM, it is unclear whether this communication was more than a disagreement over a 

management decision and rose to the level of a protected disclosure. However, because the OIG resolves this matter 

on other grounds, it assumes, without deciding, that the complainant’s actions constituted a protected disclosure 

under the Act.  
41 In case law interpreting the Act, the Merit Systems Protection Board has considered actions taken within several 

months of the protected disclosure to be close enough in time under the “knowledge/timing” test. See generally, 

Inman v. Department of Veterans Affairs, 112 M.S.P.R. 280, 283-284 (2009) (reassignment 15 months after 
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Although the complainant has established a prima facie case of retaliation, the agency has 

presented clear and convincing evidence that it would have taken the same actions in the absence 

of the complainant’s disclosures. In this regard, management took personnel actions based in 

large part upon information that the complainant provided to  about  unauthorized 

access to the LInX database. This information, coupled with reports that the complainant had 

traveled to a foreign country without authorization while on extended leave, used an 

unauthorized thumb drive, and failed to protect the combinations to classified spaces, resulted in 

the initiation of an administrative inquiry that placed the complainant on fulltime telework, 

suspended  security clearance and government email account, and further delayed  

deputation by USMS.  

 

In addition to the strength of the evidence supporting the inquiry into the complainant’s 

misconduct, the evidence does not demonstrate that  or  harbored retaliatory 

animus against the complainant for  disclosures.  Rather, the evidence demonstrates that they 

made efforts to assist the complainant despite  job performance issues and the challenges that 

 had encountered in  new job position. Regarding the complainant’s reports to  about the 

harassment of a  coworker, both  and the  coworker confirmed that  

addressed the issue with the  coworker and determined that no further action was needed.  

Further, after the complainant raised  concerns about the computer searches to  in 

,  counseled the complainant and another agent on ITMD’s computer 

search process.  In addition,  also discussed the rationale behind ITMD’s process with 

the complainant.  And although  disputed that the complainant had reported concerns about 

computer searches directly to  in the ,  was aware that the computer searches 

were an issue in the office at that time.  Around that same time,  approved the complainant’s 

application for special deputation on , despite the complainant’s  

the BAT.  In addition,  took efforts to accommodate the complainant’s request to transfer 

positions following the complainant’s emails to  in .   

 

The agency has also presented clear and convincing evidence that it would have taken the same 

personnel actions in the absence of the complainant’s disclosure to OHRM.  As discussed above, 

there is no evidence that either  or  were aware of the complainant’s disclosures to 

OHRM in .  In addition,  contacted OHRM with  concerns about the 

complainant’s performance on the BAT six days before the complainant contacted OHRM. 

Following  communication with OHRM, OHRM determined that the BAT should not have 

been included as a mandatory condition of employment on the position announcement under 

which the complainant was hired, but that the BAT could be included in the complainant’s 

                                                                                                                                                             
disclosure); Kalil v. Department of Agric., 96 M.S.P.R. 77, 85 (2004) (suspension proposed six months after 

disclosure). 
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performance plan. There is no evidence that  decision to change the BAT from a mandatory 

requirement to a performance element was due to the complainant’s disclosures to OHRM; 

rather, the evidence shows that these changes followed guidance that  received from OHRM in 

response to  own reports about the complainant’s  the BAT. Furthermore, even 

if  or  had known about the complainant’s disclosures to OHRM in the  

, the evidence indicates that any disciplinary actions that management contemplated taking 

against the complainant were not due to  complaint to OHRM, but rather, were due to  

 the BAT. Moreover, despite the complainant’s  

the BAT,  nonetheless approved the complainant’s application for special deputation to 

USMS for submission in . Following the submission of  deputation 

application, factors such as the complainant’s  leave and evidence of  misconduct 

resulted in the continued delay of the complainant’s deputation, and thereby superseded any 

connection between the complainant’s OHRM disclosure and management’s actions in the 

.  

 

For the reasons stated above, the evidence does not support the complainant’s claim of 

whistleblower retaliation. The complainant established a prima facie case of retaliation through 

satisfying the “timing/knowledge” test.  However, given the strength of the agency’s evidence in 

support of its personnel actions, and the lack of evidence of retaliatory motive, the OIG found 

that the agency has established that it would have taken the same actions in the absence of the 

complainant’s disclosures.  

3. PPD-19 

In addition to the protections afforded under the Act, Presidential Policy Directive 19 (PPD-19) 

prohibits retaliation against employees (1) serving in the intelligence community or (2) who are 

eligible for access to classified information for reporting fraud, waste, and abuse.  Specifically, 

PPD-19 prohibits officers of executive agencies who have the authority to take action affecting 

an employee’s eligibility for access to classified information from taking or failing to take action 

affecting an employee’s eligibility for access to classified information in retaliation for making a 

protected disclosure.
42

   

 

As the complainant alleged that  suspended  security clearance in retaliation for  

protected disclosures, this matter appears to fall under the purview of PPD-19.  However, the 

OIG found that the evidence did not establish that  or  retaliated against the 

complainant, in part by suspending  security clearance, due to  protected disclosures.  For 

                                                 

42 Presidential Policy Directive/PPD-19, October 10, 2012.  

All Withholdings (B)(6) & (B)(7)(C)



OFFICE OF INSPECTOR GENERAL 

OFFICE OF INVESTIGATIONS 

__________________________________________________________________________________ 

FOR OFFICIAL USE ONLY 

This document remains the property of the Office of Inspector General and is provided to you for official use in accordance with your duties. This 

document may contain law enforcement sensitive information as well as be protected by the Privacy Act, 5 U.S.C. § 552a. Per DAO 207-10, do 

not disclose or disseminate this document or the information contained herein, or otherwise incorporate it into any other records system, without 

prior written permission from the Office of Inspector General. Public release will be determined by the Office of Inspector General under the 

terms of the Freedom of Information Act, 5 U.S.C. § 552, and the Privacy Act, 5 U.S.C. § 552a. Requests for copies of this report must be 

referred to the Office of Inspector General in accordance with DAO 207-10.   

11 

the same reasons that the OIG found that  and  actions did not constitute a 

violation of the Act, the OIG also found that their actions did not violate PPD-19. 

4. Agency’s Personnel Actions 

Although the OIG found that the Agency has presented clear and convincing evidence that the 

personnel actions it took in  were not in retaliation for the complainant’s previous 

disclosures, the nature of some of the personnel actions taken may have violated DOC’s IT 

policy. The DOC Commerce Information Technology Requirement (CITR) provides, in relevant 

part:  

 

Official DOC work and digital communications (e.g., email) must be carried out using 

authorized DOC IT accounts. Official DOC communications are defined as any transfer of 

signs, writing, images, data, or intelligence for the purpose of supporting a DOC  mission 

or objective. Use of personal accounts for official work or communications is prohibited.
43

  

 

As the complainant’s access to  DOC email account was suspended during OSY’s 

investigation,  instructed the complainant to use  personal email account to send 

status updates.
44

 The complainant therefore used  personal email account to send about thirty 

work-related emails between , and .
45

 As the only exceptions to 

DOC’s IT policy are in cases of emergency, the evidence indicates that  instructions 

led the complainant to violate DOC policy. 

III. Conclusion  

Based on the above, the OIG found that there is insufficient evidence to support the allegations 

that  and  delayed the complainant’s special deputation or initiated an 

administrative investigation due to disclosures the complainant made to various DOC officials 

between  and . However, the evidence indicates that  

caused the complainant to violate DOC IT policy by directing  to send work-related emails 

from  personal email account while  DOC email account was suspended during the OSY 

investigation. 

                                                 
43 Department of Commerce, Commerce Information Technology Requirement, CITR-022 para. 6.6 (Apr. 15, 2014), 

available at https://connection.commerce.gov/sites/connection.commerce.gov/files/media/files/2014/citr-022_access

_and_use.pdf. 
44 CMS entry No. 23 at 11. 
45 CMS entry No. 14 at 6. 
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MEMORANDUM FOR: The File

FROM:
Office of Criminal Investigations

DATE: August 2, 2017

SUBJECT: Action Memorandum for Closure
17-0967: ITMD Deputation (OS/OSY)

On May 22, 2017, the Department of Commerce (DOC), Office of Inspector General (OIG), 
Office of Investigations (OI) received a referral from the U.S. Marshals Service (USMS).  The 
referral contained an email from a person purporting to be part of the DOC Executive Protection 
Unit (EPU; aka Protection Detail) and raised concerns about the Special Deputations of, and 
possible overreaching of authority by, agents assigned to the Office of Security’s (OSY) 
Investigations and Threat Management Division (ITMD).  A similar complaint (17-0462-H) was 
addressed by an H-referral response from the Office of Secretary (OS).  However, additional 
details and allegations in the complaint forwarded by USMS warranted preliminary investigation 
by DOC OIG.  

Allegations and investigative activity:

The complaint contained three allegations summarized as follows:
1. ITMD obtains Special Deputation from USMS to conduct protection for the Secretary of 

Commerce but uses it to conduct investigations.
2. ITMD sent an agent overseas in an undercover status without following protocol, and 

perhaps in excess of their authority, resulting in detention of the agent.
3. ITMD’s cases target persons primarily of a particular ancestry.

Pursuant to these allegations, DOC OIG took the following investigative steps:
1. Obtained and reviewed all Special Deputation documents USMS had on file for DOC 

agents (including EPU and ITMD agents).  

UNITED STATES DEPARTMENT OF COMMERCE
Office of Inspector General
Washington, D.C. 20230
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Action Memorandum for Closure 17-0967-P

2. Reviewed documents (DOO, DAO, and duty descriptions) provided by OS pursuant to 
their response to 17-0462-H.

3. Interviewed the USMS .
4. Coordinated with the OIG for the Intelligence Community to obtain potential points of 

contact regarding authority for units conducting counter-intelligence investigations.  
Determined the counsel for the Office of the Director of National Intelligence could 
likely assist in authority issues and application of Title 50, Unites States Code.  

5. Interviewed the .

Findings:

Allegation 1:  The investigation did not substantiate any falsification of USMS Special 
Deputation documents.  The justification sections and duty descriptions to support deputation 
were truthful and discretely differentiated ITMD agents from EPU personnel.  However, the 
Form USM-3B (Special Deputation Oath of Office, Authorization and Appointment) for every 
applicant listed “PROTECTION DETAIL” under the name of the agent, whether EPU or ITMD.  
An interview of the  revealed ITMD agents do, on occasion, assist EPU with 
protection missions.  While it is likely necessary to include some mention of protection on the 
USM-3B since ITMD agents might serve on protection missions, it seems at least equally 
important that this form shows each ITMD agent as being assigned to an investigative unit. Their 
primary mission and need for authority conveyed by USMS Special Deputation is investigative 
in nature.  An interview of the USMS revealed ITMD could obtain Special 
Deputations based upon their investigative mission that takes them outside of DOC facilities and 
the deputations were not contingent on the protection mission. The USMS also stated 
the USM-3B is completed by USMS personnel. Based upon the totality of the facts developed, 
there was no indication of falsification of deputation documents by ITMD personnel, but the 
listing of ITMD agents solely as Protection Detail personnel on the USM-3B could be 
problematic to their investigative mission.  

Allegation 2:   An interview of the  revealed there was no such incident in which an 
ITMD agent was sent overseas and detained in the presence of EPU agents.  did describe an 
incident at an event in DC where an ITMD agent conducting surveillance at the event was 
mistaken for someone from a foreign delegation by International Trade Adminstration and EPU 
personnel.  The agent was approached and revealed  as an ITMD agent.  Thus, this 
allegation was deemed unsubstantiated.  

Allegation 3:  The case(s) described in the complaint as targeting persons of a certain ancestry 
involve the possible recruitment by a certain country’s government of U.S.-based persons with 
ancestry from that country.  Thus, the subjects are likely to be of a certain ancestry.  OIG has 
been brought into a few of these cases based upon fraud and other OIG-purview offenses 
included in the schemes, providing a basis of knowledge of these cases.  OIG agents working on 
these cases have observed no reason to believe racial, ethnic, or cultural bias is a motivator in 
these cases.  This allegation was deemed unsubstantiated.  
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November 19, 2018 

INFORMATION MEMORANDUM FOR SECRETARY ROSS 
 
 
 
FROM: Peggy E. Gustafson     
 Inspector General           

SUBJECT: Request for Information Pursuant to the Inspector 
General Act of 1978, as Amended.    

This request for information is in anticipation of the Office of Inspector General 
(OIG) opening a fuller review of the Investigations and Threat Management 
Division (ITMD) and its associated components. 
 
In the Department’s Fiscal Year 2018 Congressional Submission, the Office of 
Security (OSY) requested a funding increase of $5,000,000 and 20 full-time 
equivalent for the expansion of ITMD.1  The Program Justification stated: 
 

ITMD cross-cuts all Commerce operating units in order to detect 
critical threats to the Department’s U.S. economic advancement 
mission, and is the sole U.S. Government agency with this focus.  The 
program’s investigative findings directly inform key decision-makers 
(including senior U.S. Government and Secretarial officials) and 
stakeholders (NSS, ODNI, DOJ) about serious threats to national 
security or public safety, and enable OSY to target and refine its 
security services against rapidly emerging threats which would have 
remained unidentified by other government agencies.  The program 
fulfills U.S. national strategic requirements involving 
counterintelligence, transnational organized crime, and 
counterterrorism. 

 
Further, Department Administration Order 207-11, Official Credential and Badge, 
notes that special agents within OSY may be “deputized for mission-critical threat 
and counter-intelligence functions.”   

                                                        
1 FY 2018 Congressional Submission, available at 
http://www.osec.doc.gov/bmi/budget/FY18CBJ/DM CJ 2018 Master with pagination OB re
vision 05 22 17.pdf.   
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Given this and other information that has been brought to the attention of the OIG, 
the OIG requests that you provide responses to the following, with relevant 
documents, by Friday, November 30, 2018.   
 

1. Please explain the mission of ITMD, including any change in the mission 
historically and any possible planned changes in the mission. 
 

2. Please explain how ITMD carries out the mission described in your response 
to the first item.  Please include all policies and procedures, formal or 
informal, followed in carrying out such approach.  Please also include any 
handbook or other relevant documents.  If there are no documents relevant to 
this request, please state so. 
 

3. Please explain the legal authority, statutory, regulatory, or otherwise, under 
which ITMD undertakes the mission described and documented within your 
response to the first item above.   

 
4. Please describe whether ITMD considers itself a law enforcement entity, and 

whether and how ITMD associates, cooperates, or consults with any law 
enforcement entity. 
 

5. Please describe whether ITMD considers itself a member of the Intelligence 
Community, and whether and how ITMD associates, cooperates, or consults 
with any member of the Intelligence Community. 
 

6. Please describe ITMD’s casework, including any involvement outside of 
Department of Commerce properties and any involvement in matters 
associated with persons who are not Department of Commerce employees. 
 

7. Other than the Department of Commerce OIG, which has full oversight 
authority, please describe any oversight of ITMD, including oversight 
outside of OSY.  This should include any policies and procedures relevant to 
oversight.   

 
In addition, you may also produce any additional documentation or information 
deemed relevant to this request for information.   

The Inspector General Act of 1978 guarantees the Office of Inspector General 
(OIG) timely access to “all records, reports, audits, reviews, documents, papers, 



 

3 

recommendations or other materials” available to the Department,2 and authorizes 
the IG to “make such investigations and reports relating to the administration of 
programs and operations of [the Department] as are, in the judgment of the 
Inspector General, necessary or desirable[.]”3  Department Administrative Order 
213-2, § 4.03 states that “it is Departmental policy that all employees fully 
cooperate with the OIG,” and that “Department officials shall make every effort to 
assist the OIG in achieving the objective of effective inspections and evaluations.”  
Similarly, Department Organizational Order 10-13, § 4.01 states that “[t]he officers 
and employees of the Department shall cooperate fully with the officials and 
employees of the OIG and shall provide such information, assistance, and support 
without delay as is needed for the OIG to properly carry out the provisions of the 
[Inspector General] Act [of 1978].”     

If you have any questions or need additional information, please contact me at 
(202) 482-4661.  

 

                                                        
2 5 U.S.C. App. § 6(a)(1)(A).   
3  Id. § 6(a)(2).   
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